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File Edit View Tools
Control Panel Home Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network,
through Windows Defender
Firewall .
. 0 Private networks Connected

G Change notification settings

) Turn Windows Defender
Firewall on or off

& Restore defaults

Metworks at home or work where you know and trust the people and devices on the network

Windows Defender Firewall state: On

- Incoming connections: Block all connections to apps that are not on the list
®) Advanced settings | 1 9 of allowed apps PP

Troubleshoot my network

Active private networks: T NetZero

Motify me when Windows Defender Firewall blocks a
new app

. 0 Guest or public networks Connected

Metworks in public places such as airports or coffee shops

Motification state:

Windows Defender Firewall state: On

Block all connections to apps that are not on the list

Incoming connections:
of allowed apps

Active public networks: Mone

Motify me when Windows Defender Firewall blocks a
new app

Motification state:
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Opens the properties dialog box for the current selection.

ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create ?

& Program

@ Action (® Program

@ Profile Rule that controls connections for a program.
@ MName ) Port

Rule that controls connections for a TCP or UDP port.

) Predefined:
@Firewall AP1.dll -80200

Rule that controls connections for a Windows experience.

() Custom
Custom rule.
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Program

Steps:

Rule Type
Program
Action
Profile

6§ 6§ 6 6 &

Name

0 Mew Inbound Rule Wizard

Specify the full program path and executable name of the program that this rule matches.

Does this nule apply to all programs or a specific program?

) All programs
Rule applies to all connections on the computer that match other nule properties.

(@) This program path:

|C:\W4D\W4DSer\rer.exe Browse...
Example: cypath™program exe
“*“ProgramFiles . browserbrowser exe
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Action

Steps:

Rule Type
Pragram
Action
Profile

& & & & 6

Mame

9 Mew Inbound Rule Wizard

Specify the action to be taken when a connection matches the conditiong specified in the rule.

What action should be taken when a connection matches the specified conditions 7

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

) Allow the connection if it is secure
This includes only connections that have been authenticated by using |IPsec. Connections
will be secured using the settings in |IPsec properties and rules in the Connection Security

Rule node.

) Block the connection
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Profile
Specify the profiles for which this rule applies.

Steps:

@ Rule Type When does this rule apply ¥
& Program

@ Action Domain

@ Profile

@ MName Private

or work place.
Public

Applies when a computer is connected to its corporate domain.

Applies when a computer is connected to a private network location, such as a home

Applies when a computer is connected to a public network location.
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ﬂ Mew Inbound Rule Wizard
Name
Specify the name and description of this rule.
Steps:
@ Rule Type
& Program
@ Action
@ Profile Name:

WaDServer
@ MName

Description {optional):
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